The health monitoring is very important to lead a quality life. BSN is mainly used for the patients who need continuous monitoring to diagnose about the severity of the diseases, known as Chronic Disease monitoring. Also it may be used to monitor the fitness and wellness of the patients. For example, an athlete may check his/her heart beat or blood pressure during running. Healthy patients can also use this for detecting any type of diseases in their body. BSN can be used for cardiovascular diseases, cancer detection, depression, elderly people monitoring, and glucose level monitoring. The security is the major concern in the BSN since the medical information of the patients is sent through the wireless link. Some of the security protocols for the BSN are TinySec, MiniSec, SPINS and ECC.
INTRODUCTION
IRELESS sensor networks (WSN) are the collection of nodes that are organized in an ad-hoc manner. Each node will have the ability to compute, communicate and have a battery as a rechargeable source. WSN is used for various applications such as health monitoring, environmental sensing, area monitoring, air pollution monitoring etc. We have considered the health monitoring application of WSN and the security related issues are analyzed. Wireless Body Area Sensor Networks (WBASN) are the networks of medical sensors in or around the human body to monitor their vital signs. Biosensors are used to analyze the biological samples to know about their structure and function.
WBASN can use the Wireless Personal Area Networks (WPAN) to communicate over the shorter ranges i.e., from the nodes of the BSN to the base station. The base station is the mobile or Personal Digital Assistant. IEEE classifies IEEE 802.15.6 for the BSN with the scope of "short range, wireless communication on or inside the human body" [1] .
The health monitoring is very important to lead a quality life. BSN is mainly used for the patients who need continuous monitoring to diagnose about the severity of the diseases, known as Chronic Disease monitoring. Also it may be used to monitor the fitness and wellness of the patients. For example, an athlete may check his/her heart beat or blood pressure during running. Healthy patients can also use this for detecting any type of diseases in their body. BSN can be used for cardiovascular diseases, cancer detection, depression, elderly people monitoring, and glucose level monitoring. The security is the major concern in the BSN since the medical information of the patients is sent through the wireless link. Some of the security protocols for the BSN are TinySec, MiniSec, SPINS and ECC.
WPAN like Bluetooth, Zigbee can be used for transmitting the information from node to base station. Zigbee, IEEE 802.15.4 is less expensive and consumes less power than Bluetooth. Zigbee supports all types of healthcare monitoring devices like ECG sensors, Glucose Meter and Pulse Oximeter [2] . It supports for point-of-care medical device communication. Also, the Zigbee does not affect the human since its duty cycles are thousand times less than Bluetooth. Zigbee also have some disadvantages like high maintenance cost and low data rate. It is an emerging field so the improvements in Zigbee can make it to work in a better way.
We have discussed briefly about the BSN architecture, ensuring security in the inter-BSN, intra-BSN and from the base station to external server in the later sections.
II.
BODY AREA SENSOR NETWORKS Body Area Sensor Networks are also termed as Body Area Networks (BAN), Body Sensor Networks (BSN) and Wireless Body Area Sensor Networks (WBASN). Each WBASN will have the base station to which it has to send the data. The vital signs are measured by the biosensors placed in the human body and it has to be transmitted to the base station. The PDA or mobile acts as a base station. The base station will send the medical data to the medical server.
In Fig. 1 , the biosensors placed in the human body senses the data and it sends to the base station using the IEEE 802.15.4 standard, Zigbee. The base station transmits the medical data to the hospital server and it is stored in a database for future reference of the patients' family members or doctors. The intruder may access the medical data and attempt to change the medical information which may cause harm to the patients' health. Also they may try to change the drugs prescribed by the doctor. According to Health Insurance Portability and Accountability Act (HIPAA), the patients' personal information and medical data should be kept confidential. Thus the security is the major concern in WBASN. Eavesdropping has to be avoided and the integrity of the data should be maintained. Since the biosensors are placed in the WBASN, it has many constraints than the normal sensor networks. Due to its miniature nature, it has some constraints like low power, limited memory, low communication rate and low computational complexity.
Key distribution uses cryptographic algorithms for exchanging the keys between the two nodes of BSN. Due to the constraints mentioned above, asymmetric cryptographic algorithms cannot be used because it has larger computations. Pseudorandom numbers can be used for sharing the secret key but the same sequence cannot be generated at the other side due to different hardware. So it cannot be used in the BSN. Pre-deployment of keys is not an efficient solution since it creates issue during the addition and removal of sensor nodes. If the new sensor nodes are added or deleted then it is not possible to change the key in the already implanted sensors. Hence it is not a suitable method for the security purpose. Thus the biometrics is the possible solution for sharing the secret key in a secure manner. Biometrics is used to identify the individuals uniquely using physiological characteristics and behavioral characteristics of the person. The physiological biometrics include fingerprint recognition, face recognition, voice recognition, iris recognition etc. The behavioral biometrics include signature recognition, keystroke dynamics etc. These are the conventional biometrics and it will not be suitable to provide security in the BSN because it is time invariant. It is also proved that the physiological signals of the persons can be used as a biometric trait and it is known as novel biometrics. The novel biometrics is time variant, universal, recoverable and has random. The physiological signals like ECG, Phonocardiogram (PCG), blood pressure, blood glucose level can be used as a biometric trait. It satisfies the requirements of a good cryptographic key i.e., it is having high randomness and varies according to the time.
The first level of the BSN is secured by using the novel biometrics and also the interference is avoided. The second level of the BSN is the communication between the node and base station which has been secured by using the cryptographic and hash algorithm. The third level of the BSN uses Steganography for sending the medical data to the external server. Steganography is an art of hiding the secret messages in the cover image for secure data transmission. This technique has been used in the BSN for securing the medical data that is transmitted through the external link.
III. RELATED WORK
Cherukari et al., proposed the use of novel biometrics in the BSN for the security purpose. Fuzzy Commitment scheme has been used for transmitting the key in a secure manner. The secret key is committed using the physiological signal and it is decommitted in the other side. Consider c is the key and the generated physiological signal is x. c will be committed with x. At the other side, consider the generated signal is y. It uses y to decommit the c from the committed data.RC5 algorithm
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Medical Server was used. Due to the larger computation, bandwidth increased and it leads more power consumption. Cherukari et al., mentioned that the timing information of the heart beat cannot be used as a biometric trait since it have less entropy [3] . C.Y. Poon et al., proved that the timing information of heart beat can be used as a biometric trait. ECG signal has been used as a biometric trait. The features like P, PQR, QT, QS can be derived from the ECG signal and it can be used for securing the key distribution. Synchronization of different problems is the main problem in this method. Also it is vulnerable to some attacks like Ultra Wide Band and Radar. Fuzzy Commitment scheme was used [5] .
S.M.K. Raazi et al., proposed a key distribution scheme, BARI. Here they have considered the problem of synchronization and it had been overcome by the key refreshment module. It depicts the turn of each node for its refreshment. Three secret keys such as communication key, administrative key and basic key are used. The base station issues the new key refreshment schedule periodically. The main drawback in this method is securing the keys are not taken into consideration [7] .
Fen Miao et al., proposed a method to overcome the drawbacks faced by the S.M.K. Razzi et al. Fen Miao et al., has used the cryptographic algorithms to encrypt the biometric data. AES algorithm has been used as a stream cipher in this method by feeding back the key stream. The performance of AES and RC4 algorithm has been analyzed and they suggested that AES algorithm is better when compared to RC4 in terms of memory space used, throughput. Fuzzy Vault scheme has been used [8] .
F. Sufi et al., developed a novel encryption technique, a chaos based encryption. It is used for preventing unauthorized access of ECG signal during the Inter-BSN communication. The chaos key is derived from the true random numbers. The chaos key issues the true random numbers. Its efficiency is mainly dependent on the initial conditions of the server. Initial conditions are known only by the server since it is more sensitive. Diffie Hellman key exchange algorithm has been used for exchanging the chaos key between the base station and node [11] .
Jun Wu and Shigeru Shimamoto proposed an energy efficient data secrecy scheme for the secure communication. They proposed a threshold selective encryption technique for reducing the power consumption. Selection pattern transmission technique was adopted and this method is more efficient when compared to the previous techniques [12] .
IV. INTER-BSN COMMUNICATION
The node and base station has to transmit the secret key in a secure manner. The hash algorithm and cryptographic algorithm can be used. In the proposed scheme, MD5 and DES algorithm have been used. Hash based Message Authentication Code (HMAC) can be used for calculating the Message Authentication Code (MAC) of the message. It is used to ensure the integrity of data. The steps for secure communication are shown below.
The node A will send the , , will be sent to the Base Station. The encryption is done by using the DES algorithm. The base station will perform the following steps.
The base station will generate a , used to avoid the replay attacks. It will send where is a nonce message. Thus the key has been shared in a secure manner.
V. INTRA-BSN COMMUNICATION
After sharing the secret key between node and base station, intra-BSN Communication can be established. The ECG signal is used as a biometric trait to secure the intra BSN communication. As discussed earlier, the three levels in the BSN has to be secured. The image of a biosensor to record the ECG signal is shown in The InterPulsed Interval (IPI) of the ECG signal is considered as a biometric trait in this system. The IPI is the time interval between the RR peaks in the ECG signal. The main process is generating the biokey from the ECG signal.
The biokey can be formed by using the IPI of the ECG signal. The steps for generating the biokey are shown below.
1. Generating the ECG signal in the node. 2. Sampling the ECG signal at the rate of 1000 Hz. 3. Finding the maximum amplitude in the ECG signal. 4. Detecting the maximum peaks greater than half of the amplitude. 5. Calculating the RR interval for the detected peaks. 6. Converting into binary sequence. 7. Biokey of 128 bits is generated. The ECG signal is measured in the respective node and the signal is sampled using the sampling frequency of 1000 Hz. Then the maximum amplitude of the ECG signal is calculated. The R peaks will lie only on more than half of the amplitude of the signal. Hence the peaks greater than half of the amplitude has been detected. The difference between the R peaks of the ECG signal has been calculated. It is known as InterPulsed Interval (IPI). Then it is converted into a binary sequence to form the 128 bit biokey. After generating the biokey, the communication between the two nodes in the BSN has to be secured. The steps for secure communication between two nodes have been shown in Fig 3. Consider Node A needs to communicate with the Node B. Node A will measure the ECG signal and the will be generated. It will send to the base station. The Node B will also measure the ECG signal and generate its biometric trait . It will also send its encrypted biokey to the base station. The base station will decrypt with the and compute the hamming distance between the and . S.D.Bao et al., proved that the hamming distance of Heart Rate Variability (HRV) of two identical person will be less than 22 bits and for the different person it will result in the approximately 80 bits or higher difference. If the Hamming Distance (HD) between them is less than 22 bits, then the nodes are belonged to the same WBSN [4] [6].
The base station will send the value of HD to the node A and sends the NULL value to the Node B. The Node A will exor the HD value and its
Then it is morphed with the MD5 algorithm. The Node B will exor the NULL value and its biokey. Hence the morphing has to be done for the If it is approximately greater than 80 bits then it does not belong to the same WBASN and it is discarded. Thus the key has been exchanged securely between the two nodes in the WBASN.
VI. SECURE DATA TRANSMISSION BETWEEN TWO NODES
The secret key has been shared securely between two nodes. Now, the two nodes of same BSN will exchange some medical information like blood pressure, temperature etc. The blood pressure is taken as a data for the experiment. It has been collected from the net in www.physionet.org from the Fantasia Database. When Node A is sending data to Node B, the data can be secured by performing scrambling operation using the random number generator. The seed can be taken from the secret key which is shared between the two nodes. 10 bits can be selected randomly from the secret key at Node A as a seed and it can be sent to Node B by encrypting the values with the AES algorithm. The 128 bits of the shared secret key can be taken as a key for AES encryption. The DCT coefficients are taken for the scrambled data and it is sent to the Node B of same BSN. At the receiver side, Node B will decrypt with AES algorithm to retrieve the seed value. The inverse DCT coefficients are taken and random number will be generated using the seed value. The descrambling can be done to retrieve the data at Node B.
VII. COMMUNICATION FROM BASE STATION TO MEDICAL SERVER
The node will send the medical data to the base station. The base station sends the data to the medical server which is an external network. The steganographic algorithms can be used to secure the medical data between them. LSB based [15] can be used to hide the secret message (medical data) in the cover image.
The gray scale image is considered as the cover image. The grayscale pixel values ranges from 0-255. Most of the pixels will be in the range from 100-200. Due to this reason, we have fixed a threshold value of range 120-126 so as to embed the medical data randomly in the cover image. Secret message is embedded into LSB of the randomly selected pixels.
The steps involved in the embedding process are, 1. Convert the Cover image into a gray scale image 2. Convert the data i.e., secret message into a binary number and embed into the LSB of the selected pixel positions. 3. The cover image with the secret message has been sent to the medical server. Thus the stego image is obtained. The steps involved in the retrieval process of secret message at the medical server are given below.
1. Read the received stego image 2. Select the positions which are in between the threshold value 3. Retrieve the LSB of the positions and convert it into decimal value 4. Thus the secret message has been retrieved Thus the medical data has been securely transmitted to the medical server from the base station.
VIII. EXPERIMENTAL RESULTS
Two sets of ECG signal have been collected for six individuals at a regular interval of five minutes. We have considered a Body Sensor Network which consists of Node A, Node B and a base Station.
Initially the nodes will share a secret key with the base station. The secret key can be used to exchange the information between the nodes and base station. It can be generated by using the nonce message (a random number) and the Unique Identifier of the particular node. The steps for secure inter-BSN communication have been explained in Section IV.
Consider Node A needs to communicate with the base station. The information sent from Node A to base station is shown in Fig. 4 . The encryption is done by using DES algorithm. At Node B, the ECG signal is generated and the detected R peaks are plotted. The biokey has been generated for Node B (Person X). The hamming distance between the biokey of Node A and Node B is calculated to know whether it belongs to same BSN or not. The obtained hamming distance for both the nodes is 16 and it is shown in Fig. 9 . Thus it belongs to the same BSN. Consider if a medical data has to be sent to node B from node A. Here blood pressure is taken as a medical data. Node A will scramble the data and it is sent to node B. The scrambled medical data is shown in Fig. 11 . After transmitting the information from the Node A to base station, the base station will send to the medical server. The Steganography algorithm has been used for secure transmission. We have considered the threshold value between 120 and 126. The face image is considered as a cover image. The image before embedding process is shown in Fig. 13 . After embedding the secret message, the stego image is shown in Fig. 14. The retrieved medical data at the medical server is shown in Fig. 15 . Figure 15 : Medical Data at the Medical Server Assume that node B of person Y needs to communicate with the node A of person X. The biokey of both the nodes will be generated and it will be sent to the base station. The hamming distance between them is 72 and it is shown in Fig.  16 . Thus the two nodes do not belong to the same BSN. The biokey will be discarded. 
IX. CONCLUSION
WBASN is one of the emerging trends in the healthcare application. It has unique importance since it is capable of monitoring the patients ubiquitously. If the security issue in the WBASN is solved, it can be used in an appropriate way. Some of the major issues in the security are considered and it has been solved in our work. Issues like interference of one node with another node, hacking of data have been solved. Data integrity is maintained by using the MAC function. The key has been securely distributed by using the inherent properties of the human body. As a future work, the performance SHA-1 can be analyzed instead of MD5 algorithm and a modified DCT based Steganography algorithm can be implemented to enhance the performance of the system and the security.
